PCI Glossary

Acquirer - An acquirer (or acquiring bank) is a member of a card association, for example MasterCard and/or Visa, which maintains merchant relationships and receives all bankcard transactions from the merchant.

Acquiring Bank - An acquiring bank (or acquirer) is the bank or financial institution that accepts credit and or debit card payments for products or services on behalf of a merchant.

Application - software or program; they can be proprietary, or they can be custom-built, internally-built.

ASV – Approved Scanning Vendors are certified by the PCI Security Council as being qualified to validate adherence to the PCI DSS by performing vulnerability scans of Internet facing environments of merchants and service providers.
Breach – A condition that allows unauthorized persons to gain access to official information that was safeguarded.
Cardholder - One to whom a card has been issued (e.g. Visa, MasterCard) that allows its holder to buy goods and services based on the holder's promise to pay for these goods and services. 

CHD - Cardholder Data

· Primary Account Number (PAN) – A 16-digit number embossed, engraved, or imprinted on a payment card

· Cardholder Name

· Service Code

· Expiration Date

Sensitive Authentication Data

· Magnetic stripe

· CAV2/CID/CVC2/CVV2: the three-digit number on the back of the card, that uniquely identifies that specific plastic card

· Personal Identification Number (PIN)

CID – American Express’ version of the Card Security Code printed on front of the American Express credit cards.
CNP – Card not present is a type of financial transaction that occurs when the card is not physically present.  The merchant must rely on the holder (or someone purporting to be so) presenting the information indirectly, whether by mail, telephone or over the Internet. While there are safeguards to this, it is still more risky than presenting in person, and indeed card issuers tend to charge a greater transaction rate for CNP, because of the greater risk.

Credit Card Fraud - Credit card fraud is a wide-ranging term for theft and fraud committed using a credit card or any similar payment mechanism as a fraudulent source of funds in a transaction. The purpose may be to obtain goods without paying, or to obtain unauthorized access to an account.

Credit Card Terminal - A credit card terminal is a stand-alone piece of electronic equipment that allows a merchant to swipe or key-enter a credit card's information as well as additional information required to process a credit card transaction.

Compliance - meeting the guidelines put forth by some governing or authoritative entity.
CSC - The Card Security Code (CSC), sometimes called Card Verification Value (CVV or CV2), Card Verification Value Code (CVVC), Card Verification Code (CVC), Verification Code (V-Code or V Code), or Card Code Verification (CCV)[1] is usually a three-digit number on the back of a credit or debit card.  It is a security feature for credit or debit card transactions, providing increased protection against credit card fraud.

Types of security codes:

· The first code, called CVC1 or CVV1, is encoded on the magnetic stripe of the card and used for transactions in person. 

· The second code, and the most cited, is CVV2 or CVC2. This CSC (also known as a CCID or Credit Card ID) is often asked for by merchants for them to secure "card not present" transactions occurring over the Internet, by mail, fax or over the phone.

· Contactless card and chip cards may supply their own codes generated electronically, such as iCVV or Dynamic CVV. 
Department ID – 6 digit department ID number which begins with the 2 digit division number.
DBRs – Divisional Buiness Representative.  Responsible for site managers in their division (school, college, admin unit) and would be responsible for annual attestation of Payment Card Industry (PCI)  Compliance.

Elavon - Elavon Inc., formerly NOVA, is a major processor of credit card transactions and a subsidiary of U.S. Bancorp.
Interchange - The exchange of transactions between Members under prescribed operating regulations.
IP address – An Internet Protocol address (IP address) is a unique identifier that makes a workstation uniquely identifiable on the internet.

Issuer – Credit provider that issues a card after an account has been approved. 

Merchant - A business who accepts a credit card as a form of payment in exchange for providing goods or services.
Merchant Account - A merchant account is a type of bank account that allows businesses to accept payments by debit or credit cards. A merchant account also serves as an agreement between a retailer, a merchant bank and payment processor for the settlement of credit card and/or debit card transactions.

Merchant ID – a set of numbers to uniquely identify merchant accounts which allow businesses to accept payments by debit or credit cards.  See Merchant Account.

Operator – person responsible for handling customer credit cards.  Operators can also be responsible for daily reconciliation of  credit card transactions, processing credit card transactions, and processing credit card voids and returns.

PA DSS – Payment Application Data Security Standard (PA-DSS) is for software developers and integrators of payment applications that store, process or transmits cardholder data as part of authorization or settlement when these applications are sold, distributed or licensed to third parties. Most card brands encourage merchants and third party agents to use payment applications that are validated independently by a PA-QSA company and accepted for listing by the PCI SSC. Validated applications are listed at:  List of PA-DSS Validated Payment Applications  (https://www.pcisecuritystandards.org/security_standards/vpa/)
Payment Gateway - A payment gateway is an e-commerce service that authorizes payments for e-businesses and online retailers. It is the equivalent of a physical POS (point-of-sale) terminal located in most retail outlets.

PCI – The payment card industry (PCI) denotes the debit, credit, prepaid, ATM, and POS cards and associated businesses. PCI is the term which is sometimes more specifically used to refer to the Payment Card Industry Security Standards Council (PCI SSC).
PCI DSS - Payment Card Industry Data Security Standard is a worldwide information security standard defined by the Payment Card Industry Security Standards Council. The standard was created to help payment card industry organizations that process card payments prevent credit card fraud through increased controls around data and its exposure to compromise. The standard applies to all organizations that hold, process, or exchange cardholder information from any card branded with the logo of one of the card brands.
PCI PTS - Payment Card Industry PIN Transaction Security - The PTS Security framework contains the physical and logical security requirements for all payment security devices, as well as device management requirements for activity prior to initial key loading.

PCI SSC - Payment Card Industry Security Standards Council is an independent council originally formed by American Express, Discover Financial Services, JCB, MasterCard Worldwide and Visa International on Sept. 7, 2006, with the goal of managing the ongoing evolution of the Payment Card Industry Data Security Standard.  The organization is responsible for the development, enhancement, storage, dissemination and implementation of security standards for account data protection.
PIN - A personal identification number (PIN) is a secret numeric password shared between a user and a system that can be used to authenticate the user to the system.
POS - Point of sale (POS) or checkout is the location where a transaction occurs. A "checkout" refers to a POS terminal or more generally to the hardware and software used for checkouts, the equivalent of an electronic cash register.  A POS terminal manages the selling process by a salesperson accessible interface. The same system allows the creation and printing of the receipt.

Processor - An organization that provides authorization or clearing services on behalf of an Issuer of Acquirer.
QSA – A Qualified Security Assessor is an individual qualified to perform PCI compliance auditing and consulting.
ROC – A Report on Compliance is a report submitted to the acquirer to show them that you are compliant.    It is only required for Level 1 Merchants that are organizations that are conducting a minimum of six million Visa, MasterCard or Discover transactions or two and a half million American Express transactions or one million JCB transactions.  In lieu of a full ROC, Level 2, 3, and 4 Merchants are allowed to complete a Self-Assessment Questionnaire (SAQ).
SAQ – A Self-Assessment Questionnaire is a validation tool intended to assist merchants and service providers in self-evaluating their compliance with the Payment Card Industry Data Security Standard (PCI DSS).  There are four versions of the PCI DSS SAQ, of varying levels of complexity and scope.  Which SAQ is appropriate for a given merchant is determined by the various business processes, technologies and IT configurations employed by the merchant.
Scanning - the process of evaluating a network’s resources, either searching for sensitive data or probing for access vulnerabilities; performed quarterly; many merchants scan monthly.
Site Managers – responsible for maintaining compliance of yur site with Payment Card Industry (PCI) standards and University policies related to accepting credit cards for payment.  See http://www.bussvc.wisc.edu/acct/policy/rpa/rpapol404.html for complete information and links to the PCI Standards.

Track data - the information stored on the magnetic stripe.
Transaction - Data describing the sales draft, credit voucher, etc.  

Validation - the process of a merchant or service provider confirming the state of their PCI DSS compliance, and evidenced by a properly completed Report on Compliance (ROC) or Self-Assessment Questionnaire (SAQ)
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