Critical Security Notice: Immediate Attention Required

The purpose of this notice is to remind you of your ongoing obligation to comply with all of the card associations’ data security regulations, including maintaining cardholder account data in a secure environment.  These regulations require specify that you should under no circumstances store magnetic stripe data or Card Validation Codes (CVC) codes.  You are also responsible for ensuring that all of your third party vendors or agents also abide by the regulations governing cardholder security. 

Specifically, Visa U.S.A. Inc. (VISA) requires that merchants and their agents or vendors comply with their Cardholder Information Security Program (CISP).  MasterCard International, Inc. (MasterCard or MC) requires merchants and their agents or vendors to comply with their Site Data Protection Program (SDP). The recent alignment of Visa's CISP and MasterCard's SDP programs has led to the formation of a worldwide standard for consumer data protection across the payment industry that is known as the Payment Card Industry (PCI) Data Security Standard (DSS).  All merchants are required to adhere to the requirements of this security standard as detailed on the VISA and MasterCard websites.  The exact requirements for CISP compliance under the PCI security standards are available at: www.visa.com/cisp. Detailed information regarding SDP under the PCI security standards can be found at https://sdp.mastercardintl.com/. 

Merchant Levels and PCI Compliance Guidelines:

· Merchant Level 1: This level includes Merchants processing more than 6 million VISA or MC transactions annually and requires an annual on-site PCI data security assessment and quarterly network scan be performed by a qualified data security company or an internal audit if signed by an officer of the company and a quarterly network scan performed by a qualified data security company.  Compliance deadlines for this level merchant have already passed.

· Merchant Level 2:  This level includes Merchants processing more than 150 thousand and less than 6 million Visa or MC Ecommerce transactions annually and requires that the Merchant complete and validate an annual self-assessment questionnaire and have a quarterly network scan performed and validated by a qualified data security company.  Compliance deadlines for this level merchant have already passed.

· Merchant Level 3:  This level includes Merchants processing more than 20 thousand and less than 150 thousand Visa or MC Ecommerce transactions annually and requires that the Merchant complete and validate an annual self-assessment questionnaire and have a quarterly network scan performed and validated by a qualified data security company.  Compliance deadlines for this level merchant have already passed.

· Merchant Level 4:  This level includes all other merchants not defined as Level 1, 2, or 3 above.  Level 4 merchants are required to be compliant with the PCI DSS  but are not required to validate compliance.  However, we strongly recommend that level 4 merchants complete and validate an annual self-assessment questionnaire and have a quarterly network scan performed and validated by a qualified data security company.  
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What Happens If You Don’t Comply?

Please be advised that the consequences for failing to comply with all data security regulations including the PCI DSS, VISA’s CISP, and MasterCard’s SDP requirements including the validation obligations described above are very serious.  VISA and MasterCard may assess fines and penalties starting at $25,000, impose restrictions on your merchant account and prohibit you from participating in their programs on a permanent basis.  Any fines and penalties will be passed through to you pursuant to your Merchant Agreement.  Therefore, your immediate attention to these matters is required. 

PCI Validation Compliance Assistance

NOVA’s preferred partner for data security and compliance services is AmbironTrustWave.  Ambiron TrustWave has established a website to enable merchants to begin the compliance validation process. You may also visit www.trustkeeper.net to validate your compliance and use the following enrollment code  NVGXN11 to begin the process.

 


